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NEW COLORADO LAW REQUIRES
NEW HANDBOOK POLICY 

During the 2018 legislative session,
Governor Hickenlooper signed a bill that may have
far-reaching effects for organizations that have,
keep, or retain identifying information for
customers, clients, or other individuals.  The new
measure also imposes on Colorado employers the
requirement to develop and maintain certain policies
and processes.  

In short, House Bill 18-1128, which was
signed by Governor Hickenlooper in May 2018 and
went into effect on September 1, 2018, applies to an
individual or business entity “that maintains, owns,
or licenses personal identifying information (‘PII’)
in the course of the person’s business, vocation, or
occupation.”  And the definition of PII is very
broad; it includes social security numbers, PIN
numbers, passwords, driver’s license numbers, and
information related to a financial transaction device. 

Further, under the law, if an organization (or
an individual) has any covered type of PII, it must
take steps (e.g., establish a written policy) to keep
the information private and confidential by
prohibiting “unauthorized access, use, modification,
disclosure, or destruction.”  So, to comply with the

statute, organizations should develop and
implement a written policy covering the
“reasonable security procedures and practices” and
“the destruction or proper disposal” of PII.  These
requirements also may extend to third parties, as
the bill provides that “unless a covered entity
agrees to provide its own security protection for the
information it discloses to a third-party service
provider, the covered entity shall require that the
third-party service provider implement and
maintain reasonable security procedures and
practices.” 

The statute also requires covered entities to
notify individuals if a security breach or disclosure
occurs.  In such an event, covered entities must
investigate the situation and, when appropriate,
notify the Colorado residents whose personal
information was obtained or disclosed within 30
days after learning about the event.  For security
breaches that affect 500 or more Colorado
residents, the Colorado Attorney General’s Office
also must be notified. Larger breaches affecting
1,000 or more Colorado residents must be reported
to consumer reporting agencies.  The Colorado
Attorney General will enforce this law, including
prosecuting criminal violations that may arise.
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Importantly, the disclosure of PII that
triggers a notification requirement is not the same
as, and appears to be broader than, the PII that
governs whether a person or organization is a
covered entity.  For example, while personal
identifying information includes things like social
security numbers, passwords, drivers licenses, and
similar items, a breach is triggered when personal
information like the disclosure or acquisition of “a
Colorado resident’s first name or first initial and last
name . . . with . . . [a] social security number . . .
email address, in combination with a password or
security questions and answers, that would permit
access to an online account,” and other situations
occur.  So, the incidents that trigger a security
breach can be broader than simply a disclosure of
the type of information described as “personal
identifying information.”

Further, it does not appear that security
procedures found in other statutes, like HIPAA, are
accounted for in this new bill.  Rather, it appears
that compliance with this bill, in addition to HIPAA,
would be required in the event of a breach and, of
course, before a breach.

Practical Tip:  Most organizations have or
keep personal information related to clients,
customers, employees, or other individuals.  In light
of this sweeping new law, take the time to review
your organization’s security procedures compared to
this statute’s requirements, and consult your trusted
counsel as necessary with any questions.  

NEW GUIDANCE REGARDING
EMPLOYEE HANDBOOKS FROM

THE NATIONAL LABOR
RELATIONS BOARD 

The National Labor Relations Board, which
enforces the National Labor Relations Act, recently

issued new guidance for employers developing
employee handbooks.  And while many believe
that the NLRA only covers union employers, it
actually covers most employers in the United
States.  To that end, the NLRB has been
particularly aggressive under the previous
presidential administration in identifying policies
enacted by organizations that the NLRB believes
violate the Act’s chief purpose: an employee’s
right to work cooperatively with other employees
to improve working conditions within the
employees’ organization.  But with a new
presidential administration, the Board set forth a
different, more pro-employer approach regarding
employee handbooks by issuing a memorandum
from the Board’s General Counsel.  

In the memorandum, which was issued in
June 2018, the NLRB’s General Counsel identified
the types of policies that the NLRA would permit
and prohibit.  While the memorandum continued to
enforce the rights of workers to engage in protected
activity, such as raising complaints about their
employer’s practices, reporting discrimination and
harassment, discussing working conditions with
other employees, and joining a union, the new
guidance reflects a pro-employer shift in
interpreting handbook policies.  In other words, the
memorandum states that any ambiguities in
handbook policies that could be construed to limit
protected activity will not be interpreted against the
employer, and generalized policies will not be
interpreted as banning all protected activity.

Additionally, the memorandum divided
handbook policies into three categories, creatively
referred to as “Category One,” “Category Two,”
and “Category Three.”  Category One constitutes
rules that are “generally lawful to maintain.”
Category Two constitutes rules that “warrant
individualized scrutiny.” And Category Three
constitutes rules that are “unlawful to maintain.”
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Category One rules are generally allowable
because they either do not interfere with the ability
to engage in protected activity, or business
justifications outweigh any potential adverse effect
on protected rights.  Category One rules include
nine subcategories: civility rules; no-photography
and no-recording rules; rules against
insubordination, non-cooperation, or on-the-job
conduct that adversely affects operations; disruptive
behavior rules; rules protecting confidential,
proprietary, and customer information or
documents; rules against defamation or
misrepresentation; rules against using employer
logos or intellectual property; rules requiring
authorization to speak for the company; and rules
banning disloyalty, nepotism, or self-enrichment. 
For example, the following policies would be
lawful: “Rude, discourteous, or unbusinesslike
behavior is forbidden”; “Employees may not
photograph confidential employer documents”; and
“Employees may not be uncooperative with
supervisors.”

The memorandum defined Category Two
rules as those that “warrant individualized scrutiny”
because they are rules that may interfere with
protected activity, depending on the context.
Examples of these rules include broad
confidentiality rules, rules regulating the use of the
company name, rules generally restricting speaking
to the media, rules banning off-duty conduct that
might harm the company, and rules against making
false or inaccurate statements.  

So, for example, a rule that restricts an
employee from speaking to the media may be
unlawful if the rule prohibits the employee from
speaking to the media about topics related to the
employee’s employment with the organization.  If,
on the other hand, the rule only prohibits speaking
to the media on behalf of the employer, that rule
would not be unlawful.  

Category Three rules, which are always
unlawful because they prohibit or restrict protected
activity, include confidentiality rules specifically
regarding wages, benefits, or working conditions,
and rules prohibiting membership in outside
organizations or voting on matters concerning the
employer.  For example, it would always be
unlawful for an employer to have a policy stating
that employees cannot discuss wages with other
employees, or a policy stating that employees may
not join a union. 

Practical Tip:  Employers should review
their policies to ensure that their policies do not
infringe on nonsupervisory employees’ rights – the
NLRA only covers employees who aren’t
supervisors – to engage in protected activity. 
Employers should also add clarifying language to
any Category Two policies and remove all
Category Three policies so the policies do not
unlawfully restrict or prohibit protected activity. 

NEW BACKGROUND CHECK
REQUIREMENTS FOR SOME

COLORADO EMPLOYERS

In addition to all the background screening
processes that employers are either required to
undertake or voluntarily conduct in the workplace,
another mandatory background screening is on the
horizon for some employers in Colorado.  For these
covered employers, this new screening requirement
begins on January 1, 2019.

During the recent legislative session,
Colorado passed a bill that requires the following
employers to conduct background screening for
certain employees:  (1) health facilities licensed by
the state, including government facilities; (2) adult
day care facilities; (3) community integrated health
care service agencies; (4) community centered
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boards or a program-approved service agency that
provides services and supports; (5) single entry
point agencies; (6) area agencies on aging and
agencies or providers with which an area agency on
aging contracts; (7) state department facilities that
provide care and treatment for individuals with
mental health disorders and/or that provide care and
treatment for individuals with intellectual and
developmental disabilities; (8) veterans’ community
living centers; (9) nursing care facilities;
(10) regional centers; and (11) certain state-operated
facilities.

This background screening requirement
involves running a check through the Colorado
Adult Protective Services data system (CAPS) with
respect to each individual the covered organization
intends to hire or contract with.  That is, this
background screening must be done for an
individual who is an employee or who “contract[s]
with an employer” when the individual “will
provide direct care to an at-risk adult.”  Thus, it
appears that this statute covers employees and
independent contractors.  Notably, this statute
excludes volunteers from the background screening
requirements.

Direct care in this context is very broad and
includes the provision of “services and supports,
including case management services, protective
services, physical care, mental health services, or
any other service necessary for the at-risk adult’s
health, safety, or welfare.”  Under this definition, a
wide variety of services or supports could be
included, meaning that background screening must
be done with respect to all individuals who provide
such services and/or supports.  An “at-risk adult” is
defined as a person who is 18 years old or older
“who is susceptible to mistreatment or self-neglect
because the individual is unable to perform or
obtain services necessary for his or her health,
safety, or welfare, or lacks sufficient understanding

or capacity to make or communicate responsible
decisions concerning his or her person or affairs.”

Once a request is made, the state must
return results showing any concerning conduct
within 10 days.  Importantly, information from
CAPS can only be shared with “a person directly
involved in the employer’s hiring process.”  As a
result, information obtained from CAPS should be
treated as confidential and only shared as required
as part of the hiring or contracting process. 
Releasing information outside of the limited
situations set out in this law is defined as a
criminal misdemeanor.

Practical Tip:  The CAPS background
screening process is a procedure that should be
included on Fair Credit Reporting Act forms prior
to seeking this information.  With January 1, 2019,
right around the corner, covered entities should
start preparing to comply with this new screening
process and should make sure that FCRA forms are
appropriately updated, too.  

NEW TEST FOR INTERNS:
THIS ONE GOES TO 7  

The U.S. Department of Labor recently
announced that it was doing away with its
six-factor test for determining whether workers are
unpaid interns or employees entitled to
compensation under the Fair Labor Standards Act. 
In the announcement, the DOL stated that it was
adopting a seven-factor test that focuses on the
“primary beneficiary.”  In short, this seven-factor
test allows courts to examine the “economic
reality” of the intern-employer relationship to
determine which party is the “primary beneficiary”
of the relationship.  In establishing this test, the
DOL acknowledged that courts have identified the
following seven factors as part of the test:
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1. The extent to which the intern and
the employer clearly understand that there is no
expectation of compensation. Any promise of
compensation, express or implied, suggests that the
intern is an employee—and vice versa.

2. The extent to which the internship
provides training that would be similar to that which
would be given in an educational environment,
including the clinical and other hands-on training
provided by educational institutions.

3. The extent to which the internship is
tied to the intern’s formal education program by
course work or the receipt of academic credit.

4. The extent to which the internship
accommodates the intern’s academic commitments
by corresponding to the academic calendar.

5. The extent to which the internship’s
duration is limited to the period in which the
internship provides the intern with beneficial
learning.

6. The extent to which the intern’s work
complements, rather than displaces, the work of
paid employees while providing significant
educational benefits to the intern.

7. The extent to which the intern and
the employer understand that the internship is
conducted without entitlement to a paid job at the
conclusion of the internship.  

Of course, as with many employment laws,
in addition to the federal requirements, Colorado
has a state law that addresses this issue as well. 
That is, Colorado statute provides that
“employment” does not include services performed
by an individual who is enrolled at an educational
institution and who is participating in the internship

with the organization as part of that certified
educational program.  The statute also identifies
that if an employer intends to hire a student intern
after the internship, documentation from the
educational institution must be obtained.  This
document should state that the service is an integral
part of the academic program and that the program
has not been established for or on behalf of any
business.

 Practical Tip:  Employers using interns
should carefully review the above criteria.  After
all, failure to correctly classify a worker could
subject the organization to claims for unpaid
wages, penalties, etc.  

UPDATED FMLA FORMS!

Remember when the U.S. Department of
Labor extended by short durations of time the
expiration date on its FMLA forms this year?
Around Labor Day, the DOL issued FMLA forms
with expiration dates of August 31, 2021. The
forms are the same as the previous versions except
for the expiration date.  If your organization is
covered by the FMLA, be sure to download and
use the updated forms.  They can be found on the
DOL’s website: www.dol.gov/whd/forms.

OUR NEXT EEO-1 REPORT IS
DUE....WHEN?!? 

You may have noticed that the EEOC
website says that the annual EEO-1 report must be
filed no later than October 1, 2018. However, while
the website is not clear, The Employer’s Advisory
believes that the website is referring to the 2017
EEO-1 report, which should have been filed by
October 1, 2018. The 2018 EEO-1 reports remain
due on March 31, 2019. 
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Q&A

Q. If only one person applies for a job, must I
hire that person? 

A. As long as the decision is based on lawful
business reasons (e.g., poor credentials, skill, etc.),
you do not have to hire that person.  For example, in
one case, an employee sued a company after he was
the sole applicant for a position and the employer
decided to close the job listing rather than promote
him.  The court dismissed the employee’s lawsuit
because it determined that the employer decided to
close the job because it did not want to hire from an
applicant pool of one, which was lawful.  

Q.     With the election coming up, our employees 
seem to be discussing more and more around the
water cooler, which candidates, proposals, etc. they
will or want to support.  Frankly, we’re all pretty
much on the same page regarding the issues and
those who don’t agree know it’s better just to keep
a low profile.  Seems like we’re pretty good, right? 

A. Well...while neither federal nor state law
specifically address political affiliation for
nonpublic employers – public employees may have
free speech rights – as a protected classification, a
Colorado statute protects individuals from being
terminated due to off premises, off-duty, legal
activity.  So, it’s certainly possible for an individual
who does not agree with your group to consider the
work environment to be so hostile that the
individual has to quit.  Such a response could create
a claim under that statute.  Accordingly, Colorado
employers should be cognizant of workplace
discussions of such issues.  

Q. With all the snow we’ve been getting lately,
it got us wondering what to do if we have to shut

down due to snow, or what to do if an employee
doesn’t report to work because of snow.  

A. Your obligation to pay for a snow day
depends on whether the employee is exempt or
nonexempt under the FLSA.  The FLSA does not
require that you pay nonexempt employees for time
not worked. Contrarily, exempt employees cannot
have their salaries reduced because there is no
work available when they arrive, or if an
organization decides to shut down because of the
snow.  But if the exempt employee chooses to take
a full day off because of snow rather than come to
work, and would have been allowed to work had he
shown up, then the equivalent of a full-day’s pay
can be deducted from his salary for taking the day
off.  Of course, if the exempt employee performs
work from home or works any part of the snow
day, there can be no deduction from the salary. 
That said, if you’ve made any promises in an
employee handbook, comply with those.   

Q. An employee is currently on non-FMLA
leave.  He will be FMLA-eligible in two weeks, but
he is expected to return to work in four weeks.
Should we designate the time after he becomes
eligible for FMLA as FMLA-covered leave?

A. Probably yes.  The organization should
provide the employee with all necessary FMLA
forms.  Once those forms are returned, the
organization can determine whether the leave is for
an FMLA-qualifying reason, as it does for all other
FMLA requests the company may receive.  The
leave taken prior to the date on which the employee
becomes FMLA-eligible, though, cannot be
designated as covered by the FMLA; only that
period of time after the employee becomes FMLA-
eligible and the leave is properly designated
pursuant to the FMLA’s requirements can it be
designated as FMLA-covered leave. 
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